IMPLEMENTING
MULTI-FACTOR
AUTHENTICATION —
IN MICROSOFT 365 — ——




THE MFA SETUP

As the IT Admin for your organization, you may be
tasked to enable MFA all of your users.

Review the steps outlined below and the additional
documentation prior to rolling out MFA.
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2. FROM THE "ACTIVE USERS" PAGE, SELECT "MULTI-FACTOR AUTHENTICATION"
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Microsoft 365 admin center L Search ‘)_\ [] £03 ? %
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Home 5 Multi-factor authentication

Display name T Usi
Users fo Delete a user

Active users 1. CLICK HERE Cameron White : Ca O Refresh Project Plan 5, Office 365 E3

Contacts _ €\ Reset password

Cattywampus Consulting ; Ca nmicrosoft.com  Unlicensed

Guest users N Export users

Chinchilla Day Spa M( ft.com Unlicensed

Deleted users N L
~_» Directory synchronization

Groups Christie Cline } Enterprise Mobility + Security E5, Office 365 |

Ch .
(@ Manage priority accounts

Roles Conf Room Adams Ad ﬁ Teams Setup status Unlicensed

Resources Conf Room Baker Baker@M365x189604.onmicrosoft.com Unlicensed
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9 Conf Room Crystal : Crystal@M365x189604.onmicrosoft.com Unlicensed
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users service settings

CLICK “SERVICE SETTINGS”" TO
VIEW GLOBAL MFA SETTINGS

app passwords (ieam more)

®  allow users to create app n in to non-brow

O Do not allow users to crea 5 to sign in to no

trusted ips (eam more)

O sk p multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests fr wing range of IP address subnets

3.

CONFIGURE YOUR GLOBAL
MFA SETTINGS AS REQUIRED.

crification options (ezrm mors
Methods available to users:

n mobile app

ode from mobile app or hardware token

Ce (learn more)
o 365 days)

recommend using Conditional Access sign-in frequency to extend session lifetimes on trusted devices, locations, or low-
lter ed device’ settings. If using 'Remember MFA on a trusted device," be sure to extend the duration to 90 or

earn more about reauthentication prompis.
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verification options (learn more)

Methods available to users:

_J Call to phone

WHEN REVIEWING Text message to phone

VERIFICATION OPTIONS, NOTE Notification through mobile app SECURE
THAT SOME METHODS ARE

Verification code from mobile app or hard
MORE SECURE THAN OTHERS.

remembper multi-factor authenticat

_ | Allow users to remember multi-factor auth
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4. START ENABLING MFA FOR YOUR USERS.

multi-factor authentication

users service settings

Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: Sign-in allowed users v ,D Multi-Factor Auth status: Any

MULTI-FACTOR AUTH

(] DISPLAY NAME - USER NAME STATUS

1. SELECT ONE OR | Disabled

Pradeep Gupta PradeepG@M365x189604.OnMicrosoft.com Disabled

Patti Fernandez

Provisioning User provisioninguser3@M365x189604.0nMicrosoft.com Disabled .
quick steps

2. CLICK HERE
TO ENABLE MFA

Provisioning User provisioninguser2 @M365x189604.0nMicrosoft.com Disabled Enable

(] Provisioning User provisioninguser1@M365x189604.0OnMicrosoft.com Disabled Manage user settings

[ ] Drovicianing = Tl ' v 120604 CinMMirroso alii
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REMEMBER THAT IT'S
IMPORTANT THAT YOU
REGULARLY COMMUNICATE
WITH YOUR END-USERS

THROUGHOUT THIS PROCESS.

GIVE THEM ADVANCED
NOTICE OF YOUR TIMELINE
AND SETUP INSTRUCTIONS.
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diegos@m365x189604.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Modern Workplace by Clear Concepts
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Let's have a conversation
s U P P O RT7 Fill out the form to contact us and a member of the Clear Concepts team will
®

reach out to you right away.

Need immediate help?

Call us at 204-943-4777 or Toll Free 1-866-943-4777

Technical Support Issues:

F i n d u S a t Send an email to support@clearconcepts.ca or call us at 204-943-4777
clearconcepts.ca/contact-us MG S

219 Kennedy Street, Winnipeg, Manitoba, R3C 158

Parking available in the area.

8] Clear Concepts Kennedy

i This map was created by a user. Learn how to create your own.

28 Carlton St Parking Q
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READY TO LEARN
MORE?

O
Read up on Microsoft’'s MFA Documentation: \ /
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https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks

